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JOB DESCRIPTION AND PERSON SPECIFICATION

  

Who We Are
Dulwich Picture Gallery, founded in 1811, is the world’s first purpose-built public art gallery. We care 
for and display our outstanding collection of Old Master paintings within Sir John Soane’s pioneering 
architecture. As an independent gallery, we remain true to our founders’ purpose of presenting 
art ‘for the inspection of the publick’ by engaging as many people as possible, of all ages and 
backgrounds, through our innovative interpretation and dynamic programme.

Our Mission
To maximise Dulwich Picture Gallery’s unique potential - its building, art, grounds, people and 
location - for future generations.

Our Vision
To be an inspirational cultural destination for everybody - unlocking fresh perspectives through the 
art of the past and present.

Our Values

We are:

Caring
We care for our collection, our audiences, our communities and each other

Risk Taking
We are ambitious and agile, valuing creativity and considered experimentation

Collaborative
We are open and communicative, creating and sharing opportunities through partnerships and 
projects.

IT & Systems Officer 

9am to 5pm, 5 days per week, with one-hour break for lunch. This role may 
require some early morning, evening and weekend duty work as the needs 
of the business dictate. 

Permanent

Band C: £25,250 per annum to £30,300 per annum. This role is likely to be 
offered at the higher end. 

Operations 

Head of Operations 

Visitor Services team; Development team; Communications
team; Learning team; Finance and Friends of Dulwich Picture Gallery

Job Title:              

Working hours:         

Term:  

Salary: 

Department:            

Reports to:             

Works closely with: 



About the role

This is a newly formed role and we will look to the successful candidate to adapt with the changing 
needs:

• This role will be responsible for ensuring that all IT services are successfully delivered across the 
Gallery by maintaining the IT environment including; supporting the technical systems, system 
upgrades, interfaces and customisations, infrastructure, applications, help desk support, security 
and IT governance.

• In addition, this role will assist in identifying opportunities to ensure the technology, systems and 
tools used are fully integrated and embedded throughout the Gallery, with a view to maximising 
performance, optimising efficiency and creating a sustainable platform for future growth

Responsibilities:

• Provide dedicated first-line IT support to users across the organisation both in person, online 
and on the telephone in a professional manner as required and escalate to the outsourced IT 
contractor for specialist work. 

• Communicate updates and set clear service expectations with various departments and service 
customers.

• Identify, categorise, prioritise, diagnose and resolve ICT service incidents and service requests 
including but not limited to software, hardware, operating systems (Windows and Mac), Microsoft 
Office 365, printers, scanners, telephone systems and a range of software applications across the 
Gallery

• Priorities and deal with the Incidents and service requests according to agreed business 
significance or customer needs.

• To liaise with the Gallery’s outsourced IT provider and to be the first point of contact for them at 
the Gallery.

• To take ownership of issues by carrying out problem analysis to implement temporary or 
permanent fixes with the aim of restoring service to the customer as soon as possible; escalating 
incidents where necessary.

• To create user accounts and reset passwords ensuring that the correct permissions and data 
security are applied. This entails dealing with confidential information ensuring full compliance 
with the Data Protection Act.

• Maintain asset and change management records, including software licences, and technical 
specifications information.

• Take ownership of the AV systems and provide training to event and site team members on how 
to use it. 

Infrastructure and Servers: 

This part of the role is to support the outsourced IT contractor with the following; 

• Administration and monitoring of DPG network for security and performance purposes.  
Including Switches, Firewall, Servers, web-filters, anti-virus and reporting tools.

• Administration and monitoring of DPG Virtual IT environment, Office/Exchange 365 and 
monitoring of backups.

• Monitoring and maintaining the on-premises servers including but not limited to domain 
controller, back-up servers, data servers, Proxy servers, online back-ups and VPN.

• Provide support with WAN/LAN, Fibre cable over Ethernet (FCoE), routing, switching, IP 
protocols, DNS and DHCP.

Tessitura (CRM and ticketing system)

• Assist with system upgrades, configuration settings and amendments. 



System upgrades and projects

• Provide support with system upgrades, projects and other regular maintenance tasks as required
• Install, test and maintain desktop, laptops, mobile devices, audio-visual equipment and other IT and 

infrastructure related devices as necessary. 
• Assist the Head of Operations and outsourced IT contractor in maintaining and testing the Disaster 

Recovery and Business Continuity Plan from an IT and network infrastructure perspective
• Work with Directorate, Head of Operations and outsourced IT contractor to ensure compliance with 

data protection (GDPR), PCI Compliance and other Gallery’s security and IT policies. 

This job description is not exhaustive and the post-holder may be required to perform other duties as 
may be reasonably determined by the role’s line manager, the Head of Operations & IT or the Gallery as 
circumstances require.

Person Specification

Essential competencies

• Strong 1st, 2nd or 3rd line IT support
• Basic understanding of LAN/WAN, DNS, FCoE, IP protocol and DHCP
• Educated to degree level holding a relevant degree, or equivalent
• Previous experience of running a helpdesk across multi sites providing a quality IT Support service 

to multiple stakeholders.
• Experience of analysing complex problems and finding solutions to technical issues with both 

hardware and software.
• Strong, hands-on technical knowledge and experience with:
 » Operating systems and applications, including Microsoft Windows 10, Microsoft Word, Excel,       

PowerPoint, OneNote
 » Windows networking and Windows server administration
 » Microsoft Office 365 Administration
 » Windows operating systems
 » Microsoft Server and domain controller
 » IT support principles
 » Telephone systems
 » Mobile and landline Device Management
 » Networks
 » CRM

• Knowledge, skills and experience to carry out DSE Assessments for workers both in office and 
remotely (or training will be provided)

• Flexible and available to work on occasions outside of normal working hours (e.g. at weekends 
when critical or emergency works needs to be carried out)

Desirable attributes

• Good knowledge and experience of technical support and integration, including how systems may 
interact with OS, web browsers, mobile devices, network

• Knowledge of the following:
 » Microsoft SQL Server
 » Cisco Meraki
 » IT Security best practices
 » IT security solutions

• IT security threats
• A CRM/ticketing system



Personal & Communications Skills - Essential attributes

• Excellent interpersonal skills, competent in both written and verbal communication
• Good at building and maintaining working relationships
• Prepared to take initiative and responsibility but always consults with key stakeholders who may be 

impacted by changes or timing
• Excellent time management and prioritisation
• Good planning skills, but flexible enough to be reactive when needed

Additional information and benefits:

• Annual Leave: 25 days’ holiday per year, statutory Bank Holidays and two discretionary bonus days. 
• Flexible and remote working (this can be requested and is at the discretion of the line-manager and 

within the constraints of the role)
• Discount in the Gallery shop and cafe 
• Interest free season ticket loan and cycle to work scheme 
• Part of the reciprocal arrangement with free entry to many museums and galleries across London
• Pension: The Gallery auto enrols employees into a pension scheme in accordance with Part 1 of the 

Pensions Act 2008

How to apply:

The deadline for application is 5pm on Sunday 13th June at 5pm. Interviews are expected 
to take place the following week. Please send a short cover letter and a CV to s.schneider@
dulwichpicturegallery.org.uk 


